
INFORMATION ON PROCESSING OF PERSONAL DATA

Labs1503 distribution a.s. (“Provider” or “Controller”) provides the content of the Academy in the
form of video lectures, articles, workshops etc. and connects users with members of the Labs1503
Group for the purpose of provision of services by the members to users, all via the Academy located
on www.labs1503academy.com, operated on the platform Contember.com. The Provider is part of
the Labs1503 Group – a group of affiliated companies under the head company Labs1503 a.s.
focusing on provision of various health services, innovation, well-being of patients and education and
support of health-care providers. List of members of the Labs1503 Group is available at
www.labs1503.cz.

In connection with processing of personal data of the Academy users, pursuant to Article 4 par. 7 of
the regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation,
hereinafter the “GDPR directive”), the Provider acts as the personal data controller.

Identification and contact details of the controller: Labs1503 distribution a.s., 25729411, Nad
Vršovskou horou 1423/10, Michle (Praha 10), 101 00 Praha, hello@labs1503academy.com, +420 702
266 048.

The Provider shall process any personal data received in connection with provision of its services
within the Academy in accordance with the respective provisions of law, specifically the GDPR
directive, correctly in a legitimate and transparent manner, in the scope that is necessary for the
stated purpose of data processing, and it shall protect all received personal data in a way appropriate
to the nature and importance of any personal data.

Personal data shall mean any information relating to an identified or identifiable natural person –
user of the Platform and Academy (or natural persons acting on behalf of a user – legal entity); an
identifiable natural person is one who can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identification number, location data, an online identifier
or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person.

The Provider uses processors as its subcontractors for processing of certain personal data, i.e., the
webhosting provider etc. All such processors are checked and tested for safe processing of personal
data. The Provider enters into data processing agreement with each processor, based on which the
processor is obligated to keep any processed personal data strictly confidential and is responsible to
ensure proper and safe processing of personal data in terms of all physical, hardware and software
aspects of the processing. Up-to-date list of all processors can be found at the end of this
information. Contember Limited, as the operator of the Platform, may transfer and store submitted
personal information in a third country (outside of the EU); in such case, appropriate or suitable
safeguards pursuant to Article 46 of the GDPR directive are adopted. For more information on
processing in third countries see Part B below.

The Provider may transfer certain personal data of the users to other entities, specifically other
members of the Labs1503 Group, as data controllers, all based on the user’s request for the purpose
of performance of the Provider’s services and duties under the contract concluded with the user.

Terms used in this information, which are not explained herein, shall have the meaning assigned to
them in the Terms and Conditions of the Academy.

http://www.labs1503academy.com
http://www.labs1503.cz
mailto:hello@labs1503academy.com


A. Personal data processed in connection with using of content of the Academy

Access to the content on the Platform

1. Upon purchase of the content (in the form of subscription or one-off purchase, unless otherwise
specified in the Terms and Conditions), each user is required to submit the following personal
data necessary for concluding the agreement on provision of services between the Provider and
the user and for processing and realization of the purchase: first name, last name, e-mail
address, region, position title. Content of the Academy and services of the Provider cannot be
provided without submission of this data by the user.

2. If a user makes a purchase on the Platform, the Provider will use a third-party payment
processor such as Stripe. Payments are encrypted through the Payment Card Industry Data
Security Standard (PCI-DSS). Purchase transaction data is stored only as long as is necessary to
complete the purchase transaction.

3. As users progress through the courses of the Academy, information about how they interact with
the course, including but not limited to, their progress through the course, quiz scores, survey
results, discussion or forum contributions and other user activities may also be collected via the
Platform.

4. The purpose of processing of the herein listed personal data is conclusion and performance of a
contract between the user and the Provider, compliance with legal obligations to which the
Provider is subject (accounting and tax law etc.) and pursuing of legitimate interests of the
Provider, subject to the following data processing conditions:

Conclusion and performance of a contract between the user and the Provider

− Legal basis for the processing of personal data is the performance of a contract pursuant to
Article 6 par. 1 subpar. b) of the GDPR directive and taking steps at the request of the data
subject prior to entering into a contract, as applicable.

− Personal data of the users necessary for accounting are processed via the Platform or internally
by the Provider in its accounting software, which is backed-up on servers of the processor –
provider of the accounting software. The processor is obligated to process the data in
accordance with instructions of the Provider and provisions of law.

− In case the Provider should for the purpose of its services process personal data of the user’s
clients (patients) upon the user’s request, the Provider shall act as a processor upon prior
written instructions of the user controlling such personal data, subject to a separate processing
agreement between the parties. The user is solely responsible for legitimacy of any such
personal data which it provides to the Provider. The Provider undertakes to process any such
personal data in compliance with the respective data protection regulation, respecting the
nature of such processing and privacy of the data subjects.

Compliance with legal obligations to which the Provider is subject

− Legal basis for the processing of personal data is compliance with legal obligations to which the
Provider is subject pursuant to Article 6 par. 1 subpar. c) of the GDPR directive, specifically
accounting and tax obligations.



Pursuing of legitimate interests of the Provider

− Legal basis for the processing of personal data is pursuing of legitimate interests of the Provider
pursuant to Article 6 par. 1 subpar. f) of the GDPR directive.

− Personal data are processed for the purpose of pursuing of legitimate interests of the Provider
on protection of its legal rights arising in connection with provision of its services to users,
internal controlling of due and proper provision of services to users and performance of
agreement and effective marketing of the Academy.

− Information on user’s progress through the course, quiz scores, survey results, discussion or
forum contributions etc. are processed to ensure quality of the provided services and to collect
data that help to improve the user’s experience with the Academy, and also to protect legal
rights of the Provider.

− Based on the user’s purchase of the selected content of the Academy, the Provider may offer
its same or similar services and products to the user via means of electronic communication.
The Provider does also pursue its legitimate interest in finding out the users’ contentment with
the purchased products and reviews via e-mail questionnaires or requests for evaluation.
E-mail questionnaires or requests for evaluation can be declined by the user prior to provision
of the purchased products in the process of ordering the product.

− User can refuse delivery of e-mail questionnaires or requests for evaluation at any time or
object to processing of personal data pursuant to Article 21 of the GDPR directive, based on
which action the Provider shall no longer send any such questionnaires or request to the user.

5. The Provider stores the users’ personal data for the period necessary to perform rights and
obligations arising out of a contract between the Provider and user and pursuing legal rights
arising out of such contract (3-year limitation period plus 1 year considering that rights could be
claimed at the end of the limitation period) and for the period necessary for pursuing the
Provider’s legitimate interests. Upon expiration of such periods the relevant personal data shall
be deleted. Any personal data processed for the purpose of e-mail marketing, as specified
herein, shall be deleted after 2 years from expiry of the user’s subscription or one-off purchase.

Connection to Labs1503 Group members and their services

6. Upon user’s request, the Provider connects the user with specific members of the Labs1503
Group to allow the user to negotiate and conclude agreement on provision of services between
the user and such group member. To submit such request via the Platform, the user may use the
Calendly application to schedule a call (subject to the app’s terms and conditions) or use the “call
me anytime” option, for which the user is required to submit on the Platform the following data:
first name, last name, name of the legal entity / healthcare provider which the user represents,
e-mail address, phone number.

7. The Provider shall process and transfer the aforesaid personal data to the respective Labs1503
Group member for the purpose of performance of a contract between the user and provider on
use of the Academy based on the user’s request to be connected with such group member.
Other purpose of processing of the aforesaid personal data is compliance with legal obligations
to which the Provider is subject (accounting and tax law etc.) and pursuing of legitimate interests
of the Provider, subject to the following data processing conditions:



Conclusion and performance of a contract between the user and the Provider

− By submitting request to be connected with a respective Labs1503 Group member, user and
Provider enter into contract on provision of services by the Provider via the Academy,
consisting of creating connection between user and the respective Labs1503 Group member
and provision of user’s account on the Platform by the Provider.

− Legal basis for the processing of personal data is the performance of a contract pursuant to
Article 6 par. 1 subpar. b) of the GDPR directive and taking steps at the request of the data
subject prior to entering into a contract, as applicable.

Compliance with legal obligations to which the Provider is subject

− Legal basis for the processing of personal data is compliance with legal obligations to which the
Provider is subject pursuant to Article 6 par. 1 subpar. c) of the GDPR directive, specifically
accounting and tax obligations.

Pursuing of legitimate interests of the Provider

− Legal basis for the processing of personal data is pursuing of legitimate interests of the Provider
pursuant to Article 6 par. 1 subpar. f) of the GDPR directive.

− Personal data are processed for the purpose of pursuing of legitimate interests of the Provider
on protection of its legal rights arising in connection with provision of its services to users,
internal controlling of due and proper provision of services to users and performance of
agreement and effective marketing of the Academy.

− Based on the user’s use of the services provided by the Provider via the Academy, the Provider
may offer its same or similar services and products to the user via the Platform, means of
electronic communication or phone.

8. The Provider stores the users’ personal data for the period necessary to perform rights and
obligations arising out of a contract between the Provider and user and pursuing legal rights
arising out of such contract (3-year limitation period plus 1 year considering that rights could be
claimed at the end of the limitation period) and for the period necessary for pursuing the
Provider’s legitimate interests. Upon expiration of such periods the relevant personal data shall
be deleted. Any personal data processed for the purpose of e-mail marketing, as specified
herein, shall be deleted after 2 years from expiry of the user’s subscription or one-off purchase.

Processing of personal data in relation to Practice Development Services

9. The Provider provides its Practice Development Services in exclusive cooperation with Ormco
B.V. based on a separate agreement between the Provider and Ormco. For this purpose, Provider
will share the user’s personal data with Ormco based on the user’s consent granted to the
Provider or (upon conclusion of agreement between the user and Ormco) based on the user’s
agreement with Ormco. Provider shall process the user’s personal data in connection with
provision of Practice Development Services as a controller, for the purpose of conclusion and
performance of a contract on provisions of the Provider’s services, compliance with its legal
obligations and pursuing of its legitimate interests.

10. User’s personal data processed on the basis of consent shall be processed in the scope necessary
to connect the user with Ormco B.V. in order to confirm whether there is existing legal
relationship between the user and Ormco or to enable the user to conclude agreement with
Ormco for the purpose of provision of Practice Development Services. The user may withdraw its



consent at any time; any such withdrawal shall not affect the lawfulness of processing based on
consent before its withdrawal or processing based on other legal reasons. The Provider stores
the users’ personal data processed on the basis of user’s consent for the period of 1 month.

11. Based on the user’s request of the Practice Development Services provided by the Provider via
the Academy, the Provider may offer its same or similar services and products to the user via the
Platform, means of electronic communication or phone. Legal basis for this processing of
personal data is pursuing of legitimate interests of the Provider pursuant to Article 6 par. 1
subpar. f) of the GDPR directive. The Provider stores the users’ personal data processed on the
basis of user’s request for services for the period of 12 months.

During purchase of the Academy content via the Platform, the following processing of personal data
takes place.

B. Personal data processed in connection with using the Platform

12. The Provider uses cookies on the Platform and other information such as when the users visited
the Platform, the website from where he/she came prior to visiting the Platform, the website
where he/she goes when leaving the Platform, computer’s operating system, location data, and
the type of web browser used. to evaluate performance of the website, personalize offers to the
users and improve the experience on the website and the quality of its services. Specific cookies
may become personal data. Continued usage of the Platform is always deemed as a form of
consent of the user with use of the cookies by the Provider. Use of cookies may be declined by
the user via settings of his/her internet browser.

13. The Provider also collects personal data submitted by users via any messaging or email feature
available on the Platform, name and phone number from telephone support users, name, e-mail
address, location, Contember site address, and e-mail conversation with a Contember agent
from e-mail support users, name from Contember forum and discussion users.

14. Personal data provided to the Provider via the Platform are processed by the Provider’s
processor – webhosting provider and administrator of the website. Such personal data are
processed for the purpose of conclusion and performance of a contract between the Provider
and the user and compliance of legal obligation of the Provider. The legal basis for such
processing is Article 6 par. 1 subpar. b) and c) of the GDPR directive, or in case of the use of
cookies Article 6 par. 1 subpar. a) of the GDPR directive (consent).

15. More information on processing personal data on the Platform, including information on
cookies, may also be found in the Contember’s Privacy Policy at
https://www.contember.com/legal.

16. Users may also register for and access the Academy with their Facebook, G-mail, or LinkedIn
profile (provided that the necessary data are entered: first name, last name, e-mail address,
region, position title), in which case the Platform may access certain data of such user’s profile
(profile name, e-mail address, profile picture) and use cookies to allow the user to log in to the
Platform with their profile access data and fill the users profile on the Platform with such
additional data, based on the user’s consent.

17. Contember’s processing of personal data in third countries: Contember Limited is an Irish
company and may transfer users’ personal data to regions outside of the EU, namely to the
United States. Transferring of personal data to the USA is based on appropriate safeguards
provided by standard data protection clauses adopted by the Commission and concluded by
Contember and its sub-processors based in the USA, pursuant to Article 46 (2) c) of the GDPR

https://www.contember.com/legal


directive. A copy of standard data protection clauses adopted by the Commission is available
here.

C. User’s rights in connection with processing of personal data

Please note that in connection with processing of your personal data by the Provider, you have,
among other, the right to request from the Provider access to and rectification or erasure of personal
data or restriction of processing your personal data or to object to processing as well as the right to
data portability. You shall also have the right to lodge a complaint with a supervisory authority, which
is the Office for personal data protection (www.uoou.cz).

Right of access by the data subject (Article 15 of the GDPR directive)

The data subject shall have the right to obtain from the controller confirmation as to whether or not
personal data concerning him or her are being processed, and, where that is the case, access to the
personal data and the reception information of processing of such personal data.

Right to rectification and erasure (Article 16 and 17 of the GDPR directive)

The data subject shall have the right to obtain from the controller without undue delay the
rectification of inaccurate personal data concerning him or her or to have incomplete personal data
completed.

The data subject shall have the right to obtain from the controller the erasure of personal data
concerning him or her without undue delay and the controller shall have the obligation to erase
personal data without undue delay where one of the following grounds applies: (i) the personal data
are no longer necessary in relation to the purposes for which they were collected or otherwise
processed, (ii) the data subject objects to the processing pursuant to Article 21(1) and there are no
overriding legitimate grounds for the processing, or the data subject objects to the processing
pursuant to Article 21(2), (iii) the personal data have been unlawfully processed, (iv) the personal
data have to be erased for compliance with a legal obligation in Union or Member State law to which
the controller is subject, or (v) the personal data have been collected in relation to the offer of
information society services referred to in Article 8(1).

Right to restriction of processing (Article 18 of the GDPR directive)

The data subject shall have the right to obtain from the controller restriction of processing where one
of the following applies:

(a) the accuracy of the personal data is contested by the data subject, for a period enabling the
controller to verify the accuracy of the personal data;

(b) the processing is unlawful and the data subject opposes the erasure of the personal data and
requests the restriction of their use instead

(c) the controller no longer needs the personal data for the purposes of the processing, but they are
required by the data subject for the establishment, exercise or defence of legal claims;

(d) the data subject has objected to processing pursuant to Article 21(1) pending the verification
whether the legitimate grounds of the controller override those of the data subject.

Right to data portability (Article 20 of the GDPR directive)

 The data subject shall have the right to receive the personal data concerning him or her, which he or
she has provided to a controller, in a structured, commonly used and machine-readable format and

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc/standard-contractual-clauses-international-transfers_en
http://www.uoou.cz


have the right to transmit those data to another controller without hindrance from the controller to
which the personal data have been provided, subject to the conditions of article 20 of the GDPR
directive.

Right to object (Article 21 of the GDPR directive)

The data subject shall have the right to object, on grounds relating to his or her particular situation, at
any time to processing of personal data concerning him or her which is based on pursuing of
legitimate interests of the provider (see purposes and legal basis of processing of personal data
above). The controller shall no longer process the personal data unless the controller demonstrates
compelling legitimate grounds for the processing which override the interests, rights and freedoms of
the data subject or for the establishment, exercise or defence of legal claims.

Right to lodge a complaint with a supervisory authority (Article 77 of the GDPR directive)

The data subject shall have the right to lodge a complaint with the Office for personal data protection
if the subject presumes that the processing of his / her personal data breaches the provisions of the
GDPR directive.

List of processors

Labs1503 distribution a.s.

Contember Limited

Up-to-date list of sub-processors of Contember Limited is available at:

https://www.contember.com/legal

https://www.contember.com/legal

